WHCTpYMEHTbI MHTerpauumm

WHTerpauusa npegHasHayeHa ons obecneyeHns
MOHUTOPUHIra COCTOAHWIA U nepeaayn KoMaHg ynpaBneHus
Mexay nporpamMHbIMKU U annapaTHbIMU cpeacTBamMu
«CTOPOHHMX» NpoussoanTene n cetbio HEMPOCC [YTo
Takoe CeTb HEMIPOCC, y3en HEVIPOCC?].

BasoBble 3agaun MHTerpaumm:

® |leHTpann3oBaHHbIA MOHUTOPUHI COCTOSTHUM
351IEMEHTOB MHTErpnpoBaHHbIX cpencts B APM
HEMPOCC LleHTp, oTobpaxkeHne cobbITui 1
o6paboTka NHUNOEHTOB

® YnpaBneHne NHTErpMpoBaHHbIMKN CpeacTBamMm
(Hanpumep, — NOCTaHOBKA/CHATUE UHTErPUPOBaHHbIX
30H curHanusauum cpeactsamu HEVMIPOCC)

¢ CospaHuve 3agaHun Ha aBToOMaTU4ecKoe yrpasreHune
anementamn HEMPOCC no cobbitusm oT
«CTOPOHHUX» CPEACTB, a TakKe ynpasrieHme
afeMeHTaMn MHTErpupoOBaHHbIX CPeaCTB U3
HEMPOCC, nocTpoeHue 1 oTnpaska OT4ETOB

* O6oratyeHune dyHkuuin Mnatgopmsl HEMPOCC 3a
CYET UCNOSb30BaHNSA CPEACTB « CTOPOHHUX»
npousBoguTenemn.

© ABTOMATMU3ALIMA

Mo coBbITMAM NOOBOro MHTENPUPOBAHHOIO
o6opyaoBaHUSA UM NPOrpaMMHbIX CPEACTB MOXET
ObITb HACTPOEHO BbINOMHEHME KOMaHA yNpaBneHus,
nponssosnbHoro ckpunta, HTTP-3anpoca, paccbiika
yBeIOMSIEHUI (B TOM YuUCre B BUAEe OTYETA NO
3agaHHOMY LWIABIIOHY) Ha 3NEKTPOHHYIO NOYTY, a
Takke B kaHan Telegram [ABTomaTtusauns.

HEMPOCC HTTP API

== CopepxaHue:

HEWPOCC
HTTP API
SOAP,
CTaHOapTHble
npodannbl
ONVIF
CTtaHgapTHbIn
NPOTOKON
Modbus
NHTepdencol
MOHUTOPUHIa
TEXHUYECKOro
COCTOSIHUS:
Zabbix-

areHT, SNMP,
JMX, IPMI,
SSH, Telnet,
HTTP, ODBS
Mcnonb3oBaHue
API cTOpOHHMX
npoussoanTeneu

® LUA - ckpunTbl
® [narvHbl
®* CraHgapTHble

NPOTOKONbI
OPC, SNMP
lMponpueTtapHble
NPOTOKObI
Apollo,
Biosmart,
Pandora,
bonung, Parsec,
Curma UC

Yansl HEMPOCC npeocTtasnsioT KpoccnnaTOpMEHHbI MHTEPMENC HAaCTPONKM,
MOHUTOPWHIa 1 ynpasneHns, NOCTPOEHHbIN Ha TexHonorusax HTTP, JSSON, REST un

websocket.

HEWPOCC HTTP API — eauHbiii ans Bcex yanos HEMPOCC MHCTPYMEHT Ans

OBYCTOPOHHEro B3aMMOLENCTBUSA CO «CTOPOHHNMMW» CUCTEMAMMWN.
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@ Onucanve HTTP API moxeT BbiTb npegocTaBneHo Npu ycroBun nognnucaHuns
cornalleHus o HepasrnalweHnn, B KOTOPOM 06a3aTeNbHO yKa3blBaeTCA Lienb
ncrnionb3oBaHus APl n o6bekT npumeHenns. Onucanune API npegoctaBngaeTcs
Ha ycnoBuax «kak ecTb» ("as is"), n ero npegocTaBneHne He nogpasymeBaer,
yT10 KOMnaHus UTPUYM GepeT Ha cebs obs3aTtencTBa No TEXHUYECKOMN
nogaepxke paspabotkn. B cnyyae, ecnu Takas nogaepxkka Heobxoauma, oHa
MOXeT BbITb NpefocTaBrieHa Ha OCHOBaHUN OTAENbHOro BO3MEe34HOro
aorosopa 06 okasaHMu MHPOPMaLMOHHO-KOHCYNbTaLUMOHHbBIX YCIYT.

B Tabnuue Huxe nepedncrieHbl pasaens! AokymeHTauum no HEMPOCC HTTP API.
O6wwasn nHpopmayus
Mopoenb gaHHbIX O6LLee onucaHne CTPYKTypbl AaHHbIXx B HEMPOCC

MpoTokon Ob6Lee onucaHve nopsigka ncnons3osanus HTTP-API ang
B3anmopgencteua  B3aummopgenctena c HEMPOCC

HTTP-API: Obyee

ABTOpM3auus Mopsagok aBTopusauyum ang nonydeHuns goctyna Kk HTTP-
cepsucam
CerTesble y3rnbl MonyueHne ceeaexuin 06 yanax B cetn HEMPOCC

dyHKUMOHanbHble  [MonyyeHue cBegeHuri 060 Bcex PYHKLUMOHAMNbHbIX 3fIEMEHTax

3IeMeHThI B cocTase y3na HEVIPOCC

HTTP-API: CKY[

Mponycka CosgaHue, U3MeHeHue, yaaneHne nponyckos

Brnagenbupl CospaHue, n3MeHeHue, yaaneHne BnaaenbLeB NponyckoB
MNPOMYCKOB

YpoBHU gocTyna Mony4eHue cnucka ypoBHeW AoCTyna, 3aperMcTpMpoBaHHbIX B
cucrteme

Toukun goctyna MonyyeHne cnncka Touek gocTyna (anga nocnegytowen
NPUBA3KM COBLITUI JOCTyna)

CobbiTna goctyna  lNony4veHue B peanbHOM BpeMeHu coBbITui (CobbITMI foCcTyna)

Bepudukauma BuomeTpuryeckas sepngukauma nuu Yepes BHELLHNA CEPBUC;
nuy, (KNnexT) npw Hanumyum nnarmHia HEMPOCC-FC

HTTP-API: OTC

30HbI OXpaHHOM [Mony4eHne cnucka 30H OXpaHHOW cUrHanusaumm,
cUrHanuaauum 3aperucTpupoBaHHbIX B CUCTEME; yrpaBrieHne 30HamMu



Pasgenbl |_|OJ'Iy‘-IeHI/Ie CrncKa pasgenos OXpaHHOﬁ CurHannsauum,
OXpaHHOIZ 3aperncTpmnpoBaHHbIX B CUCTEME; yrpaBlieHne pasgeiiamm
CurHannsagumm

SOAP-API: O6Liee

YKypHan cobbitnii | MonyyeHne cobbiTiin n3s xypHana yana HEMPOCC

HuskoypoBHeBoe API

WMmnopT / akcnopt | OnucaHve HU3KOYPOBHEBOTO NPOTOKOMA 3arpy3ku B y3ribl
pecypcoB HEWPOCC nonHoro Habopa gaHHbIX (MpOMyCcKoB 1 Np.)
KoHTponbHas OnwuncaHne crneynanbHOro pexnma paboTbl KOHTporepa, npu
cyMmma KOTOPOM BbINOMHAETCA PacY4€T KOHTPONbHOW CyMMbl

NpOMyCKOB BO BCTPOEHHOW 6a3e AaHHbIX

OnucaHune cnocoba akTMBaumn yKasaHHOIo pexmnma,
anroputma oopMmnpoBaHnUs KOHTporbHON cyMmmbl 1 HTTP-API
NOony4YeHnst 3Ha4eHUs1 KOHTPOSNbHOM CYyMMbl

® WHcTpykums no ncnonbaoeanunio HEMPOCC HTTP API Ha npumepe co3aaHus
LwabnoHoB OTYETOB NpuBeaeHa B pa3aene [ultima-reports-api:1.4.2].

SOAP, craHgapTHble npodaiinbl ONVIF

Yansl HEMPOCC peanusyioT ocHoBHble Onvif®-cepeuckl B pamkax npoduns Onvif®
Profile C n moryT 6bITb MHTENPUPOBAHbLI B CMEXHbIE CUCTEMbI B paMKax JaHHbIX
cneymdukaymn.

ONVIF — opranusauyus, paspabatbiBatoLlast Habop NpoainoB CTaHO4APTHbIX
OTKPbITbIX NPOTOKOSIOB MHTErpauun (B OCHOBHOM Buae0). 99% npeacTaBrieHHbIX Ha
pblHke IP-kamep nogaepxusatoT ONVIF.

Y3nbl HEMPOCC obecneunBaioT aBToMatnyeckoe obHapy>KeHme Bcex y3roB cet,
nopaepxusatoLx ONVIF. O6meH cooblyeHnsamm mexay yanamum HEMPOCC
ocywectBndeTtca Takke B popme ONVIF-nsBeleHnin B popmate XML-

coobueHunn. NpoTokon NHpOPMaLMOHHOIO B3aMMOAENCTBUS, MOCTPOEHHbIN B
cootBeTcTBMM ONVIF Profile C, nossonsiet yanam HEMPOCC Takxe
B3aMMOAENCTBOBaTb CO cpeacTBamu IP-BngeoHabnioaeHns, noxxapHou
CUrHanu3saumm, aBToMaTuKM U CUCTEM Xun3HeobecneyeHus 6e3 cneynanmsanpoBaHHbIX
NporpaMMHbIX CPeACTB.

CraHpapTHblii npotokon Modbus

Modbus — OTKpbITbIN KOMMYHUKALNOHHbLIA NPOTOKOM, KOTOPbIN LWMPOKO NMPUMEHAETCS
B MPOMbILUNIEHHOCTUN AN151 OpraHn3auumn CBA3M MeXAy 3NeKTPOHHbIMU YCTPONCTBaAMM.
CywiecTBylOT peanusayum npotokona ans nHrepdencos RS-232, RS-422, RS-485
(Modbus RTU) n TCP/IP (Modbus TCP). lNMpoTokon nogaepxueaeTtcs 60MbWNHCTBOM
pa3paboTunkoB 06opyaoBaHus. MHTerpaums cmexHbix cuctem B HEMPOCC moxeT
OCYyLLEeCTBNATLCA:
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* no npotokony Modbus RTU ¢ nomoLLbto AONOMHUTENBHOTO NPOrpamMMHOro
moayns (nnaruHa) K KoHTponnepy goctyna BOPEW; dusnyeckoe nogknioyeHve
wnHbl Modbus ocywecTBndaeTcs K pasbeémMy RS-232 koHTponnepa;

® no npotokony Modbus TCP ¢ nomoLbio 4ONONHUTENBHOIO NPOrpaMMHOro
moayns (nnarvua) k MNnatdpopme HEMPOCC.

B HacTosiLee Bpemsi peannsoBaHa UHTerpaums cneayoLlero obopyaosaHus:

* Bbonng NCO OpwnoH [MoHuTopuHr n ynpasnexHmne OPUOH (BOJTM)]

® AHI Carrier GST Ha 6a3e naHenen GST-IFP8-RU [MonuTtopunr GST (AHI
Carrier)]

* T Pybex Pybex Ha 6ase npubopoB Pybex-2AM, Pybex-20T01, MNIMKIY cepun
«Bopgonen»

¢ [K Curma Cuctema noxapHou curHanusaumm Py6ex-08 [MoHuUTOpUHN 1
ynpasneHue Py6ex-08 (Curma)]

Mopn 3aka3 BO3MOXHA MHTerpaums apyroro obopyaoBaHusi.

MHTepdeiicbl MOHUTOPUHra TeXHM4ecKoro coctosiius: Zabbix-areHt, SNMP,
JMX, IPMI, SSH, Telnet, HTTP, ODBS

B cuctemax 6e30nacHOCTM BaXXHO KOHTPONMPOBaTb TEXHNYECKOE COCTOSIHME
cepBepoB, UCTOYHMKOB 6ecnepebonHOro NMTaHusa 1 NokasaHusa 4aT4YMKOB, CETEBYIO
HarpysKy, OTCrexumBaTb 3aHATOCTb W NPOLIEHT BUTbIX CEKTOPOB KECTKNX ANCKOB,
00BbEM onepaTUBHON NamMATH, NageHus cnyx6 n 4OCTynHOCTb BEO-UHTEPGENCOB.
OnTumaneHbIV cNocob AN pelleHnsa Takux 3agad — cepep Zabbix. Zabbix —
BecnnatHoe nporpaMmmMmHoe obecneyeHne ¢ OTKPbITbIM UCXOOHbIM KOOOM;
npegocTaBnAeTca JOKYMEHTaLMa Ha PyCCKOM A3blke, hOpyM TEXMOAAEPKKN, rOTOBbIE
LabnoHbl 4N MOHUTOPMHIa MHOXECTBa TMNoB 060pyA0BaHNA 1 MPOrpaMMHbIX
CpeAcTB, BO3MOXHO aBToMaTnyeckoe obHapyxeHue y3nos. MHorne npovssogutenu
obopynoBaHus NpeaocTaBnsaoT WabnoHbl 4na nHterpayum B Zabbix.

C60op gaHHbIX C y3r0oB (XOCTOB) MOXET OCYLLECTBNATLCA C NOMOLLBI Zabbix-areHTos,
KOTOpble yCTaHaBNMBAOTCA Ha XOCTbl M paboTaloT B pexmme eMOoHa. OTO MOLLHbIV
MEeXaHn3M NPOoBEPOK, OAHAKO MH(OPMaLMIO C YCTPOUCTBA MOXHO MONYYUTb

npu nomowm apyrux nutepdpencos: SNMP-arent, JMX n IPMI. Ecnu 3agatb
OLAHOBPEMEHHO HECKOSNBbKO MHTEpP(eNncoB, OyaeT BbINOSTHEH MOUCK OOCTYMNHbIX Y y3na
cetn B cneaytowem nopsgke: AreHTSNMPJMXIPMI, — u y3en 6yget cBda3aH ¢
nepBbIM NOAXOOAWNM eMy MHTepdencom. Takke JOCTYNHbLI NPoBEPKN Yepe3 SSH,
Telnet, HTTP, ODBS u gpyrue.

® Mol B MNMnatcdopme HEMPOCC peannaoBanu nHTerpauuio ¢ cepepom Zabbix:
BblY4MTbIBAHWE rpynmnbl CETEBbLIX Y3510B (XOCTOB) 1 paboTa C HUMU, KakK C
anemeHtamn HEMIPOCC: npocMoTp METPUK XOCTOB, MOfyYeHne cobbiTuii 06
N3MEHEHUN TPUITEPOB B feHTe cobbiTnii APM HEMPOCC LleHTp, npocMoTp
arnemMeHToB fJaHHbIX. [locTaToyHO yKasaTb |IP-agpec cepBepa Zabbix, JIOrmH u
naporsb Nnorib3oBatens, pasMecTUTb AfIEMEHTbI Ha NraHe o6bekTa 1 pa3gatb
npaea Ha MOHUTOPUHT. IHCTpyKUna npuBedeHa B pasgene [MoHUTopuHr
CepBEpPOB 1 ceTen: nHTerpauunsa ¢ Zabbix (areHt, SNMP, JMX, IPMI)].

Mcnonb3oaHue AP| cTOpOHHUX npou3soauTeneu
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API — onncaHune cnocoboB, KOTOPbIMM OAHA CUCTEMA NporpaMmmMma MoxeT
B3anMOAeNCcTBOBaTb C APYroMu.

WHTerpauunsa c TepmuHanom pacnosHasaHua nuy Hikvision

® WHTerpauyus c CMCTEMON pacno3HaBaHMs aBTOMOBUIIbHBIX HOMEPOB
AsTomapian
WHTerpauus ¢ cuctemon GuomeTtpudeckon naeHtndpmkaymm BioSmart
n gpyrue

LUA - ckpunTbl

Yansl HEMPOCC (Hanpumep, koHTponnepsl BOPEWN, APC) nossonseT nsmeHsTb
NOrnKy cBOen paboTbl (anropuTMOB A0CTYMNa, OXPaHHOW CUrHanm3ayum) ¢ NOMOLLbIO
NONb30BaTENbLCKUX CLEeHapmeB Ha s3blke Lua.

C NoMOLLbIO CKpUNTOB aBTOMAaTU3aLMmM MOXHO:

® N3MEHUTb UIM NOJSTHOCTLIO 3aMEHUTb «3aBOACKY» NOrMKy paboTbl NpoayKTa,
Hanpumep, — anropuTM LLUMK30BOro JOCTYNa;

® peanusoBaTb JIOrMKY COMPSKEHUS CO BHELUHEN MHAPOPMAaLMOHHOW CUCTEMON NO
npotokony HTTP;

® yNpaBnsiTb NUCNOSTHUTESbHBIMW YCTPOMCTBAMM MO 3aaHHOMY anropuTmy.

CkpunT aBTOMaTU3aLMN O0SMKEH ObITb HAaNUcaH Ha s3blke Lua. MNogpobHasa
MHpopMaLna NpuBeaeHa B PYKOBOACTBE pa3paboTymka. 3arpyska cueHapues
ocyLlecTBnseTcsa Yepes Beb-nHTepdenc koHTponnepa B pasaene [[narnHbel n
CKpUNTbI].

MnarvHbl

lMnarvH nHTerpaymMm — 9710 He3aBMCUMBbIN NMPOrpaMMHbIA MOAYSb, NPeAHa3HaYeHHbIN
AN pacwmpennsa pyHkumMoHana. MoxeTt nocTaBnAaTLCA B cOCTaBe NpoayKTa
(Mnatcpopma HEMPOCC, BOPEW, APC), Ho MOXeT 6bIThb 3arpyeH 1 yCTaHOBIEH
BnocnencTeuun. B HacTosiLee BpeMs peannsoBaHbl NarvHbl HTErpaumnm
cneaytouero obopyaoBaHNS/CepBUCOB:

® Cepsuc bromeTtpuyeckon sepudrkaumm BnagensueB KapT ¢ UCNONb30BaHNEM
TexHonorum pacnosHasaxus nuy, Neurotec Biometric Ha 6aze EOPE/APC
(cpeacTea BepuduKaLmmn nHTerpmposaHsl B Mnatcdopmy HEMPOCC);

® Cepsuc bromeTtpuyeckor Bepudmrkaumm BnagensLes KapT ¢ UCNONb30BaHNEM
TexHosnorum pacnosHaBaHus iy, VOCORD Face.Control npoussoactea 3A0
«Bokopa Tenekom» Ha 6ase EOPEW/APC (cpeactsa BepudmkaLmum
ycTaHoBrneHbl Ha BHelwwHeM cepeepe VOCORD);

® CkaHepbl oTnevaTkoB nanbueB Biosmart 4, Biosmart 5M, Biosmart ProxE
npoussoacTtea «lNpocodT-BromeTpuke» Ha 6ase EOPEWV/APC, 6nvkaniwee
BpeMS nraHupyeTcs noaaepxka mogenun Biosmart ProxE (cpencrea
BepudmKaLmm yctaHosneHsl Ha cepsepe HEVIPOCC WHTerpauus);

* BuomeTpuyeckuin ckaHep reometpun pyku Handkey Il B coctase BOPEW-HK;

® TepmuHanbl HikVision DS-K1T671M, DS-K1T67TM-3XF u gpyrue)
npoussoacTea Hikvision;

¢ Cwucrtema pacnosHaBaHus aBTOMOOUITbHBIX HOMePOB ABTOMapLUarsn
npousBoacTea komnaHum «ManneHom Cuctemc» gnga padotbl HEWPOCC
ABTOKTIIT;
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[MnarvH nHTerpaunmn cMexHbix cuctem no npotokosny Modbus;

Kntounuua Mpomet KMS B coctase HEMPOCC-KMS;

Kamepa xpaHeHnus Mpomert LS B coctase HEMPOCC-LS;

CwucTema genoautapHoro xpaHenus Mpomet LS B coctaBe HEMPOCC-LS;
Komnnekc TexHn4eckux cpeacTB oxpaHbl nepumeTpa « Tononb-3»
npoussoactea HM® «Monucepsucy B coctase BOPEN-T;

* Pagnopacwuputenn Apryc-Cnektp PP-ITPO (HID) B coctase Nnatgopmsbl
HEMPOCC.

3arpyska cueHapueB ocyLecTBnAeTca Yepes Beb-mHTepdenc KoHTponnepa B
pasgene [[narvHel n ckpunTol].

CraHagaptHble npotokonbl OPC, SNMP

WHTerpauus o6opyaosaHus 1 cepsucos no npotokonam OPC n SNMP 8 HEMPOCC
ocyulectanstoTcs nocpencTsom ysnos MNAK UnTerpauus / ITRIUM,
KOoTopble ABNAOTCS nonHonpasHbiMKu y3namu cetn HEUMPOCC.

MAK UnuTerpaums / ITRIUM moryT BbiCTynaTb B Ka4ecTBe:

* OPC-knueHta SCADA-cucTemMsl
[OpariBep OPC-cepBepa | OPC-knneHT] No3BoNseT UCNONb30BaTh
obopynosaHue, paboTatowee ¢ OPC-cepsepamu B ctaHgapTax OPC DA (Data
Access) n OPC AE (Alarms & Events).

®* OPC-cepBepa
[Opansep SCADA | OPC-cepsep] obecneumBaeT nogkntoveHme K nodon
SCADA-cucteme, nepegadvy B SCADA-cuctemy cobbiTiA 1 KOMaHA ynpaBrieHus
B BMAe nepemMeHHbIx (Tero). [panBep nogaepxmsaet ctaHgapt OPC Data
Access 2.05a.

¢ SNMP-knueHTa
[OpariBep SNMP-knneHT] no3BonsieT nony4vatb AaHHbIE OT NOObIX YCTPONCTB,
nopaepxusaroLwmx npotokort SNMP (Simple Network Management Protocol).

* SNMP-cepBepa
[Oparisep SNMP | SNMP-cepsep] npeaHasHaveH ons UsMeHeHUst 3HayeHUn
cBoiicTe anementos HEMPOCC no npotokony SNMP cpeactsamm nporpamm
CTOPOHHUX NponssoanTenen. BoamoxHo ncnonb3osanme nodoro SNMP-
Gpaysepbl.

@ [Onsa obecneyenns Bzaumopeiictaus ITRIUM / MAK UHTerpauus ¢ apyrvumm
yanamvm HEMPOCC Heobxoanmo HacTpouTb «Cnyx6y HEMPOCC» u
onybnukoBaTb 3NeMeHTbI, MOHUTOPWHT 1 yNpaBreHne KOTopbiMu crnegyeT
ocyulecTenaTk n3 cetn HEMPOCC [MpeacTasnenune (ny6nukauus) arieMeHToB
ITRIUM / NAK UnTterpaums B8 HEMPOCC].

MponpuetapHbie npoTokosbl Apollo, Biosmart, Pandora, bonua, Parsec,
Curma NC

NHTerpauusa obopyaoBaHusa Yepes nogaepxky nponpuetTapHbIX MPOTOKONOB
npousBoguTenen n paspaboTKy COOTBETCTBYIOLLErO ApanBepa nHTerpauumn
ocyulectBngaeTca nocpeactsom y3noB NAK UnTerpaumsa / ITRIUM.
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MAK UHTerpaums obecneunBaeT paboTy creayowmx ApanBepoB:

* [paniesep AAN (Apollo)

Ipaneep BioSmart

Ipaneep PLC-cepBepa Pandora
Opavisep MCO OpwuoH (bonuna)
[panBep naHenen NMapcek (Parsec)
Opavisep Py6ex-08 (Curma NC)

MepeyeHb komnoHeHToB MNAK UHTerpauns npuseaéH B pasgene [KoMnoHeHThl].

@ [Onsa obecneyenns Bzammopeiicteusa ITRIUM / MAK UHTerpauus ¢ apyrvimm
yanamv HEMPOCC Heobxoanmo HacTpouTb «Cnyx6y HEMPOCC» u
ony6nvkoBaTb 3N1€MEHTbI, MOHUTOPUHTI U yNpaBrieHne KoTopbiMu crieqyeT
ocyulecTenaThb n3 cetn HEMPOCC [MpeacTtaeneHune (ny6nukauus) arieMeHToB
ITRIUM / NAK Wnterpaums 8 HEMPOCC].
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